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The Fragmented Attention Problem
VEIL-R-24 · Research into tracking exposure, resource overhead and user-controlled filtering.

Abstract

Advertising delivery repeatedly asks publishers, advertisers and users to solve the same coordination
problem through incompatible local mechanisms. The resulting pages combine duplicated auctions,
cross-site identifiers, third-party scripts and overlapping consent interfaces. Resource consumption and
access to personal information vary with the implementation choices of each participant.

This paper proposes trusted browser mediation as a research direction. The browser can apply a
common execution boundary and resource budget while separating a publisher’s request for advertising
space from an individual’s advertising preferences. The purpose is a more predictable interface for a
service that currently depends on extensive cooperation between parties with different incentives.

Fragmentation and resource cost

A single publication may load several advertising systems, each with its own measurement code, identity
assumptions and failure behavior. Repeated retrieval and execution add bandwidth, computation and
latency. A consent interface supplies little practical assurance about the aggregate resource cost of the
scripts that follow it.

Publishers also bear integration and support costs. A standardized request could identify a placement
and its permitted resource envelope while leaving execution within a browser-owned environment. That
approach would move the enforcement boundary closer to the device using the resources.

Filtering as evidence

User-installed filtering reflects an absence of trusted mediation.

People install filtering tools to reduce tracking, intrusive presentation and unpredictable page behavior.
The tools also supply a remedy when a publisher’s own choices provide an unacceptable experience.
Their proliferation is evidence of unmet demand for reliable control, rather than a sufficient account of
user misconduct.
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Browser mediation should be evaluated against those existing benefits. A replacement would need to
preserve meaningful suppression choices, including for users with limited time or technical knowledge.
Trusted delivery depends on the quality of the policy applied as well as the reliability of its enforcement.

A common interface

The proposed interface would separate placement requests, isolated delivery, preference administration
and settlement evidence. A publisher would receive an opaque placement reference instead of a direct
declaration of the user’s suppression state. A browser would enforce execution limits and the applicable
delivery decision.

Certification could support confidence in a shared implementation. Researchers should examine how
modifications outside that boundary affect integrity, and how any restriction on bypass would affect
people who currently depend on independent filtering. The integrity question and the availability of user
remedies belong in the same evaluation.

Research questions and institutional responsibility

Open questions include observable timing differences, fraud resistance, audit access and the authority
allowed to set an exposure policy. A browser can faithfully implement a decision selected by another
institution. The evaluation must therefore consider both technical enforcement and the process through
which the decision is assigned.

The next stage will examine a bounded protocol and enterprise policy interface. This paper offers a
research case for simpler infrastructure; adoption requires evidence about interoperability, user control
and the cost of maintaining an independently reviewable standard.
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